Abstract: Current research in crisis management research tends to overemphasise formal organisational modes and does not adequately support ground level teams. Following a case study, we identify five main problems experienced by rescuers at the start of an emergency intervention. The work shows a clear need to focus research on ground level communication and local coordination activities and to develop flexible communication tools and flexible coordination structures. We argue that robustness, flexibility and self-organisation are key issues in designing emergency communication systems. We give two simple examples of communication tools that can support flexible and robust communications. 
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Introduction
"Anyway, whatever happens, it won't be as you planned it…"
Commander Lemoine, South of Paris Fire service Current work in the area of crisis management tends to focus on policy issues and on improving methods and procedures in organisations which are far removed from the ground level operational rescue. Despite a growing realisation that a purely central and strictly hierarchical approach to risk management cannot work, there is still a persistence in trying to derive new central control structures, which are loaded with formal plans and strategies. Furthermore, because of the recent advances in technology, research efforts and the belief that technology itself can provide a solution, our research efforts are often misdirected in that they focus on finding a technological solution without considering the underlying problem. The area that has been most often targeted for a technological revision is communication systems. Specifically, the focus has been on trying to improve the communication systems either between the temporary CP 1 and the permanent infrastructures, such as hospitals, fire departments, police centres, or among the remote decision-makers.
Thus, the current approach to crisis management research suffers from two main problems:
1 It emphasises formal modes of organisation. However, in practice, the first crucial moments of the rescue activity operate through improvisation, use informal communication mechanisms and adopt a flexible organisational approach.
2 It ignores the first step of crisis management: how to support ground zero teams that are working in a highly degraded situation and who have poor contact with their respective management layer.
The work presented in this article focuses on the difficulties that rescuers may encounter in the initial vital moments of their arrival at the incident scene. The goal is to identify an approach that will allow us to develop improved decision tools for better coordination between formal and informal activities. Following this point, it appears important to complement the traditional top-down approach to crisis management with a bottom-up approach, which focuses on providing tools to support informal communication. Since each emergency incident is to some extent unique, these tools should also be sufficiently flexible so that they may be configured by the users. 
A generic case study
Over the past ten years, our research team has been involved in several projects concerned with emergency management. The general aim of these projects is to introduce communication technologies that support ground zero teams during the course of an emergency incident. To achieve this aim, it is imperative that we understand how these teams communicate and cooperate, and thus as the first step of the project, extensive field studies are conducted. Without exception, in all of our field studies we have uncovered recurrent problems that are experienced by the rescuers at the start of the emergency intervention. We will describe one study as an example and list the major problems. The project is concerned with the development of communication technologies to support emergency rescue operations and which can provide a global view of the evolving situation at the CP level. To study how the current communication structures function, a close-to-reality simulation of an aeroplane crash on an airport runway was organised. The simulation involved 100 victims, including 40 deaths, and four rescue teams: medics, paramedics, fire fighters and the airport's own rescue unit. The simulation was both video-and audio-recorded, in order, firstly to analyse the communications and cooperation among individual rescue workers and among the teams; and secondly, to detail how victims were treated and evacuated.
The main problems were as follows: • Lack of a global visibility of the ground level situation at all levels in the hierarchy including the local CP This meant that no one, whether at ground level or at a higher management level, had a clear picture of the evolving situation. The information concerning each victim is normally written on a form, which is then hand delivered to the CP so that its staff can have an accurate overview of the situation and can coordinate an appropriate response. The problem was that the strips collected by the rescuers never arrived at the CP or arrived too late to be of use.
• Lack of knowledge of the actual structure of command During the first hours of a large-scale incident, the roles and responsibilities of the rescuers change dynamically as new rescuers appear on the scene. Ground zero rescuers found it difficult to identify correctly their current superior. In addition, due to the large volume of communications and the high workload experienced by everyone involved in the rescue, it was difficult to contact superiors to notify them of any changes.
• Lack of tractability of the rescuers' position and their roles once they arrive at the accident site
Rescuers are usually tractable up to the moment they arrive at the site of the incident, but after that time there is currently no way of clearly and easily representing their changing positions and roles. This makes it difficult for the people at the CP to organise resources and coordinate activities. The problem is inherently a representation problem. For example, rescuers such as fire fighters are traditionally identified as belonging to a particular vehicle (and its origin) and not to specific tasks. During an emergency incident, it is difficult to switch from one representation to another (i.e., from a 'person-vehicle' representation to a 'person-task' or 'person-role' representation). Tracking a rescuer who is assigned to a particular role is made increasingly difficult since rescue workers frequently change and improvise their roles in emergency situations (Webb, 2004 , Mendonca et al., 2001 ).
• High cognitive load for the person at the evacuation centre who is responsible for collecting information about the victims' medical history It is important to centralise in a single document all the information concerning each victim which has been gathered from various sources. Unfortunately, the information is frequently contradictory, missing, redundant or erroneous. It is thus necessary to have highly competent people who can collate the information into a meaningful and usable patient report.
• Cultural conflicts among rescue teams The airport rescue team, which was the first to arrive at the scene followed different procedures and policies than those of the external rescue services. This resulted in misunderstandings, loss of time and ill-feeling among the teams.
Despite being a relatively old technology, a simple radio network is an interesting communication tool since it can easily support flexible and robust communications. Communications among the various groups of rescue workers are organised along the use of different channels that allow the users to share exchanges with different groups of people:
• among the on-site medical post, the evacuation centre, the remotely based chief fire fighter, the chief on-site fire fighter, and the chief on-site medic • among the medical control post, the chief on-site fire fighter and the chief on-site medic, the evacuation centre, and the on-site medical post • between the medics at the hospital and the evacuation centre.
These channels exploit different technologies (VHF, numeric, analogue). This network can be qualified as robust because of the following characteristics:
• Partial channel overlapping (if one network is busy or unavailable, then another one can be used). Thus, if a technology is not suited to the situation (resulting in interference or bad propagation, etc.) another channel using another frequency range can be used.
• Smooth degradation (if some terminals are out of range or are disconnected, the other terminals can still operate).
• Broadcast information within each channel (all users of a particular channel can overhear all the conversations occurring on this channel).
This basic tool allows rescue teams at ground zero to coordinate themselves at a local level even if there is a loss of communication with the CP. From a hierarchical point of view, a local, low-level robustness has been provided as opposed to a global, top-down robustness.
Mesh boxes
In one of our current projects, which aims to improve the communications between ground zero workers and the CP, the use of a distributed set of WiFi transmitters is planned. These transmitters (Mesh boxes) will carry messages from the sender to the receiver following the shortest path. In the course of our work, other architectures (for example, point-to-point, point-to-multipoint) were tested, but the mesh box concept was retained in order to allow for maximum flexibility and robustness. Robustness is provided in several ways: • If a mesh box is out of order, all messages are re-routed to other mesh boxes without any loss of information. This operation is transparent to the users.
• If a terminal cannot access a mesh box, it can transmit its information through another mesh box (provided that the terminal is close enough to another mesh box). Again, this operation is transparent to the users.
Server Mesh boxes Client terminals
• If a mesh box is added to or taken away from the network, all messages are dynamically re-routed in a transparent way to the users.
Thus, the mesh box concept provides some interesting properties, such as smooth degradation, flexibility, and redundancy with no workload constraints on the users. It is a part of the global robustness of the emergency systems.
Conclusion and future directions
Our generic case study highlighted several problems, which are commonly experienced by rescue workers during the first moments of an emergency incident. The ground level response to these problems raises concepts, such as robustness, flexibility, and self-organisation. Intuitively, we know the meaning of these concepts, but their relevance to social systems, and in particular, to emergency rescue is poorly understood. Taking robustness as an example, several definitions of robustness exist in various domains ranging from neurobiology to computer science.
2 However, there is neither a clear definition nor a deep understanding of what robustness means in the area of crisis management and how we can productively use this concept to design robust and flexible emergency management systems.
3 Much more work needs to be done in understanding the link between robustness and organisation, and the balance between hierarchical and distributed organisation. For example, we should assess under what conditions a distributed organisation is more efficient and robust than a hierarchical organisation, what environmental conditions motivate the emergent move from one mode of organisation to another, and whether we can engineer a flexible organisational structure that can exploit the benefits of the different modes of organisation in a constantly changing environment. Other than qualitative analysis, there is currently no tool to analyse the robustness of a system. A theoretical framework is needed that will allow us to assess the overall robustness of a system and to predict what will happen if parts of the system are modified.
A new methodology is also needed that sees work organisation not only from a stable and structured point of view, but also from a bottom-up point of view (starting from the ground level problems). In this perspective, we should design communication tools, which will not only address a precise goal, but will allow rescuers to design opportunistically the functions they need (technologies with flexible 4 or emerging functionalities).
In trying to understand more thoroughly the concepts of robustness, flexibility and self-organisation, we can learn from the work of other domains. For example, in the areas of computer science and control systems, the concept of robustness has been deeply investigated (Albert et al., 2000, Carlson and . A study on the robustness of the internet found that whilst organisational aspects were obviously very influential, the robustness of the internet was largely due to the use of communication protocols (Willinger and Doyle, 2002) . This finding strengthens the idea of focusing on the low-level communications of crisis management.
We have also recently employed a complex systems theory coupled with a multi-agent systems approach to help us understand more deeply the self-organising and emergent processes that we have observed in real situations . By developing computer simulations of the rescue strategies employed in large-scale incidents, we have begun to experiment and to see the effect of different organisational modes (Bellamine-Ben Saoud, et al., 2004) . However, we also need to understand how such self-organised processes are articulated around the communication structure. All rescue managers know the crucial role of self-organisation and can expertly adapt formal procedures to fit each individual situation. As designers of emergency management tools, it is essential for us to have a better understanding of such mechanisms.
